iOS: Installation

1.

il vodafone UK &

<0

(oK 2 )
000 o0 -
4.

and Trust Manager

You will receive an email o1 2. Tap the link (on your

RSOAOSO
when prompted.

SMS containing a downloa
link for the app.

% 1007 (=

0]

12:56 @ Messages all 7 12:59

& g.rmine.co

+44 7786 201100

Text Message
Today 11:31

Welcome Panelist!

Please click this link to install the
AnalyzeMe app:

Tap to Load Preview

z.rmine.co

Open this page in "iTunes*?

Cancel

o Mm

Once AnalyzeMe has 5.
installed, it  will appear on
your home screen.

developer

¥ 100% m.

elelc]
NEWS

BBC News
elelc]

Snapchat YouTube BBC iPlayer

Untrusted Enterprise
Developer
“iPhone Distribution: REALITYMINE
LIMITED” has not been trusted on this
iPhone. Until this developer has been
trusted, their enterprise apps will not
be available for use.

OneDrive

)

AnalyzeMe

Facebook Netflix

Cancel

Iy R

3 100% (-

v

m]

Before you can launch the
app you will need to add
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7. Next, scroll down and
select 6 Probr | éBdev
Managementd (d
on iOS version)
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{ Settings General

Restrictions Off

Date & Time
Keyboard
Language & Region

Dictionary

iTunes Wi-Fi Sync
VPN Not Connected

Device Management ~ REALITYMINE LIMITED
Regulatory

Reset
Shut Down

10. Tap on O6Trusto

prompted

Trust “iPhone Distribution:
REALITYMINE LIMITED"” Apps
on This iPhone
Trusting will allow any app from this

enterprise developer to be used on
your iPhane and may allow access 1o
your data

8. Select REALITYMINE
LIMITED
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11. Return to the home
screen and open the app.

Press OK when prompted.
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( Device Management REALITYMINE LIMITED

Apps from developer “iPhone Distribution: REALITY MINE
LIMITED" are not trusted on this iPhone and will not run until
the developer is trusted.

Trust "REALITYMINE LIMITED”

APPS FROM DEVELOPER “IPHONE DISTRIBUTION
REALITYMINE LIMITED"

AnalyzeMe Verifiad

12. Read and accept the
Privacy Policy by clicking
06Acceptd
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Privacy Policy

To continue, accept the licence terms.

AnalyzeMe Privacy Policy - UK
(English)

Effective Date 7*" June 2016

Scope of Policy

The Privacy Policy applies to your use of the
AnalyzeMe Application located which is provided to
you by RealityMine Limited, (“RealityMine”, “we",
‘us” or “our”). We take your privacy seriously. This
Privacy Policy {together with our Terms and
Conditions (the “Terms and Conditions™) and any
additional terms of use incorporated by reference into
the Terms and Conditions, together, our “Terms of
Use")) describes how your personal data is
processed by RealityMine. Please review this
Privacy Policy and our ather Terms of Use carefully.
This Privacy Policy applies to information you may
provide to us, or which we may collect, or otherwise
acquire, in any of the following ways:

= if you decide to take part in one of our market
research studies, (the “Studies”);

through your use of any mobile software
applications made available to you by
RealityMine, (the “Apps™) on your mobile
device, (the “Device”), once you have
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13. Read and accept the
Terms and Conditions by
clicking O6Acce

Licence Terms

& RealityMine

14. Proceed to the Welcome 15. You will then be
screen with information presented with a step by
on the application step guide to setup

Settings

Setup

To continue, accept the licence terms.

Terms & Conditions - UK

Effective Date: 26" October 2015
1 Introduction

1.1 These terms of use (“Terms”) apply to your use of
the AnalyzeMe Application (the “App’). The Appis
made available by RealityMine Limited, with its
registered address at Warren Bruce Court, Warren
Bruce Road, Manchester, M17 1LB, United Kingdom
(“RealityMine”, “us" “we" or “our” for short) and
registered company number 07920936.

1.2 These Terms form a binding legal agreement
between you, as a user of the App, and us. By
downloading, installing and using the App you confirm
that you have read, understcod and agree to these
Terms in their entirety and all other applicable laws. If
you do not agree to these Terms in their entirety you
must uninstall the application from your mobile
device.

1.3 You may be downloading the App in connection
with your participation in a market research
programme being conducted by a research company
(the “Research Company”). We have been asked by
the Research Company to use the Application to
collect personal information about your use of your

Accept Decline

Welcome to AnalyzeMe

AnalyzeMe is a precision scientific tool, designed to
collect a range of information about your device and the
way you use it on a dally basis.

Exactly what data is collected and what your
compensation far this will be is explained in the
decumentation for the specific study you have joined.

Setup Guide

The steps to set up AnalyzeMe are below.

Enable VPN Connection
Itintegrates with the other systems on your device to
acquire data and requires a number of permissions in
order ta perform its task

Install SSL Certificate

This Setup Guide will take you through the rest of
the process.

Trust SSL Certificate

Enable Location Services

Next
Next

16. Tap6Enabl e VPNO 17.0 Al | owd6 Anal yz 18. Eitheruse your Touch ID

O saferi ail 1010

VPN Service

Enable VPN Connection

AnalyzeMe uses a VPN connectian in arder to view and
analyze web traffic from your device. Please allow
AnalyzeMe to establish a VPN connection.

Enable VPN

the VPN Configuration or passcode to proceed

“AnalyzeMe" Would Like to
Add VPN Configurations
All network activity on this iPhone may Touch ID
Add VPN Configurations

be filtered or maonitored when using
VPN

Don‘t Allow (G
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6Next o
A O6VPNO

19. Cl i ck
is enabled .

will then appear at the top
of your screen.

13:29

VPN Service

Enable VPN Connection

AnalyzeMe uses a VPN connection in order to view and
analyze web traffic from your device. Please allow
AnalyzeMe to establish a VPN connection.

Next

22.Tap O6Donebd
Downloaded notification
Do not click 6
the nextpop -up oryou
will enter a loop of
steps 20 -22

on

Profile Downloaded
Install this downloaded profile
in Settings.

Done

w 20. Tap O
i

nstall

I
Certificatebd

@ Settings il T &8 08:56

SSL Settings

Install SSL Certificate

AnalyzeMe needs to install an SSL certificate on
your device in order to perform more detailed
analysis on your web traffic. On tapping the
button below, please follow the steps. You will
then be prompted to return back to the
application.

Install SSL Certificate

23. Go into your Settings on
the device and select
6General o6

¥ RealityMine

S 21.Tap 6Al 1l owd wh
prompted
@ snalyzeme il T 13127 # 95% m
localhost (]

This website is trying to open Settings to
show you a configuration profile. Do you

want to allow this?

Ignore Allow

]
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Settings { Settings General
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2| Control Centre Date & Time
Display & Brightness Keyboard
Wallpaper Language & Region
E) siissearch Dictionary
Touch ID & Passcode

iTunes Wi-Fi Sync
@ Emergency SOS

VPN Connected
c Battery

. Profiles & Device Management 4

m Privacy

Regulator
iTunes & App Store 9 Y
@ Wallet & Apple Pay

Reset

hut D
ﬂ Passwords & Accounts Shut bown
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25. Select Install Profile on
the downloaded profile
O0Real i tyMeterC

26. Tap 6l nstall 6

il vodafone UK = 08:57 48% @ )

il vodafone UK & 08:56 48% W) Cancel Install Profile

RealityMeterCA
RealityMine

Signed by Not Signed

Install
£ Profiles & Device Management

DOWNLOADED PROFILE
RealityMeterCA
RealityMine

Description RealityMeter VPN comes bundled with research
Install Profile

projects and communities and helps to
understand how you use your mobile device

Contains Certificate
CONFIGURATION PROFILES

iOS 12 Beta Software Profile
a Apple Inc.

é PortSwigger CA

ENTERPRISE APP

More Details

Remove Downloaded Profile

é REALITYMINE LIMITED

28. Press o6l nstall

29. Tap6 Doned when
Warning screen and
6l nstall 6 on t
Safari a1l T 13:28 # 0g% )
Profile Installed Done

RealityMeterCA
RealityMine

Signed by Not Signed

Description RealityMeter VPN comes bundled with research
prejects and communities and helps to understand
how yau use your mokile device

Contains Certificate

More Details

Install

Cancel
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27. Enter your lockscreen
passcode
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30. Open the App again and
6l nstall S

tap ol
Certificatebo

Settings wil F 08:56

SSL Settings

Install SSL Certificate

AnalyzeMe needs to install an SSL certificate on
your device in order to perform more detailed
analysis on your web traffic. On tapping the
button below, please follow the steps. You will
then be prompted to return back to the
application.

Install SSL Certificate
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3. Tap O6AIl |l owbd
prompted
@ AnalyzeMe ol T 13:27 4 95% .
localhost ¢

This website is trying to open Settings to
show you a configuration profile. Do you

want te allow this?

Ignere Allow
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6Doned
Downloaded natification

on 33.” Tap 60Opend to

back to AnalyzeMe

@ Settings w1l T 13:28 $ o5% ()

localhost <

Profile Downloaded
Install this downloaded profile

in Settings. Open this page in “AnalyzeMe"?

Cancel
Done
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34.Continue thr ou 35 Followthe video tutorial 36. To do this, go into
SSLCertificatebo to trust the certificate 6Settingsd and

Setup

6General 6

Settings » 9 13:30

SSL Certificate Trust Settings

Setup Guide

The steps to set up AnalyzeMe are below.
Enable VPN Connection

Install SSL Certificate

Trust SSL Certificate

Enable Location Services

Next

Trust SSL Certificate

‘You will now need to trust the SSL Certificate you just
installed, to do this follow the instructions below or tap
the button to watch the animation...

Go to General -> About -> Certificate Trust Settings, and
hit the switch to enable the root certificate.
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After you have completed the above steps, tap the button
below, then next to proceed.

Next
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